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The purpose of this maodification is to modify the following verbiage in Attachment 01: Performance
Work Statement (PWS) and Attachment 13: Next Generation Enterprise Network (NGEN) Service
Level Requirement (SLR) in the existing NGEN Contract NO0O039-13-D-0013:

1. Modify the language in bullet point ‘b’ in Section 3.3.15 File Removal Services of
Attachment 01 — Performance Work Statement (PWS). The “File Removal Services”
language should be changed as described below:

FROM: (Original)

File Removal Services are shared services. The ES Contractor is designated as the primary
service delivery provider, and the TXS Contractor is designated as the supporting service
delivery provider. The Contractors shall collaborate with each other and other service
providers to provide the common services described below.

The ES Contractor shall:
a. Notify the Government of any detected spillage events and quarantine known electronic
spillage locations within one hour of incident discovery, as directed by the Government.
b. Remove all instances of the electronic spillage from the network, backup systems, and
media within 24 hours of notification in accordance with procedures approved by the
Navy DAA [Navy Telecommunications Drive (NTD) 11-08, Electronic Spillage
Requirements, 032052ZN0OV08].

TO: (Revised)

File Removal Services are shared services. The ES Contractor is designated as the primary
service delivery provider, and the TXS Contractor is designated as the supporting service
delivery provider. The Contractors shall collaborate with each other and other service
providers to provide the common services described below.

The ES Contractor shall:
a. Notify the Government of any detected spillage events and quarantine known electronic
spillage locations within one hour of incident discovery, as directed by the Government.
b. Remove all instances of the electronic spillage from the network, backup systems, and
media as directed by the government, but not less than 24 hours of notification in
accordance with procedures established by ALNAV 001-16, 051800ZJAN16, Reference
P — CNSS Instruction 1001 (dated 01 Feb 2008).

2. Modify the SLR language in ‘Report 208’ with the title, ‘File removal performance: (for
ES Contractor for all ES components, for TXS contactor for TXS components)’ in
Attachment 13 — NGEN SLR Metrics, the ‘Criteria’ section on page 5. The ‘Criteria’
language should be changed as described below:

FROM: (Original)

Criteria: Provide service to remove all instances of unwanted files from the network and from
the service provider's backup systems and media.
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TO: (Revised)

Criteria: File Removal Performance shall measure the ES or TXS Contractor’s ability to
remove all instances of unwanted files from the network and from the ES or TXS Contractor’s
backup systems and media. All File Removal GDAs completed within the reported month shall
be assessed. On a monthly basis, the ES or TXS Contractor shall report the percentage of file
removal GDAs completed by the government’s requested end date based on the total number
of file removal GDAs completed in the month.

3. Modify the SLR language in ‘Report 208’ with the title, ‘File removal performance: (for
ES Contractor for all ES components, for TXS contactor for TXS components)’ in
Attachment 13 — NGEN SLR Metrics, the ‘How measured’ section on page 5. The ‘How
measured’ language should be changed as described below:

FROM: (Original)

How measured: Accountable reporting from service provider with spot checks by Government
personnel.

TO: (Revised)

How measured: Unless otherwise indicated below, the start time is measured from the date
and time the ES or TXS Contractor acknowledges receipt of the GDA from an authorized
Government authority. All metrics except File Removal are calculated as an average, by
summing the time measure across File Removal GDAs evaluated for the reported month and
dividing by the number of File Removal GDAs evaluated for the reported month. File Removal
is calculated as a percentage, as defined below.

a. Quarantine Time = Total time (in minutes) to initiate quarantine

b. File Removal = Percent of successful removal of electronic spillage instance completed on
or before the Government requested end date

c. Trace Initiation Time = Total time (in minutes) to initiate the Trace Process

d. Trace Report Time = Total time (in minutes) to provide Trace Report to the Government.
Note: The start time is measured from the date and time the Trace process is initiated.

e. Plan of Action and Milestones (POA&M) Submission = Total time (in hours) to submit
POA&M to Government, where required. If no POA&M is required, this measure is not
assessed.

f. Government Notification = Total time (in minutes) to notify the Government of electronic
spillage cleanup completion. Note: The start time is measured from the date and time when all
File Removal tasks have been completed.

4. Modify the SLR language in ‘Report 208’ with the title, ‘File removal performance: (for
ES Contractor for all ES components, for TXS contactor for TXS components)’ in
Attachment 13 — NGEN SLR Metrics, the ‘Threshold’ section on page 5. The ‘Threshold’
language should be changed as described below:
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FROM: (Criginal)

Threshold:

a. Quarantine known electronic spillage locations within one hour of incident discovery.

b. Remove all instances of the electronic spillage from the network, backup systems, and
media within 24 hours of notification in accordance with procedures approved by the Navy
Designated Approval Authority.

c. Start the trace process within 30 minutes of notification by an authorized Government
authority to determine the extent of the electronic spillage proliferation across systems (e.g.
desktop, laptop, servers, and monitoring systems).

d. Provide trace report within 30 minutes.

e. Submit a Plan of Action and Milestones (POA&M) for actions that cannot be completed
within 24 hours of notification.

f. Notify designated Government authority 30 minutes of completion of electronic spillage
cleanup.

TO: (Revised)

Threshold:

a. Quarantine < 60 minutes

b. File Removal =2 96% met Government requested end date

c. Trace Initiation < 30 minutes

d. Trace Report < 30 minutes

e. POA&M Submission < 24 hours

f.  Government Notification < 30 minutes

5. Modify the SLR language in ‘Report 208’ with the title, ‘File removal performance: (for

ES Contractor for all ES components, for TXS contactor for TXS components)’ in
Attachment 13 — NGEN SLR Metrics, the ‘Objective’ section on page 5. The ‘Objective’
language should be changed as described below:

FROM: (Original)

Objective:

a. Quarantine known electronic spillage locations within 30 minutes of incident discovery.
b. Remove all instances of the electronic spillage from the network, backup systems, and
media within 12 hours of notification in accordance with procedures approved by the Navy
Designated Approval Authority.

c. Start the trace process within 15 minutes of notification by an authorized Government
authority to determine the extent of the electronic spillage proliferation across systems (e.g.
desktop, laptop, servers, and monitoring systems)

d. Provide trace report within 15 minutes.

e. Submit a Plan of Action and Milestones (POA&M) for actions that cannot be completed
within 8 hours of notification.

f. Notify designated Government authority within 15 minutes of completion of electronic
spillage cleanup.

TO: (Revised)

Objective:
a. Quarantine < 30 minutes
b. File Removal 100% met Government requested end date
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Trace Initiation £ 15 minutes

Trace Report < 15 minutes

POA&M Submission < 8 hours
Government Notification < 15 minutes

0 Qoo

EXCEPT AS PROVIDED HEREIN, ALL OTHER TERMS AND CONDITIONS OF CONTRACT
NO00039-13-D-0013 REMAIN UNCHANGED AND IN FULL FORCE AND EFFECT.





